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Special Note

Audience

This book targets the person who installs "KYOCERA Cloud Connect" (abbreviated to "Cloud
Connect") in MFP.

Target Models

All models which are supported by Cloud Connect

Special Instruction

e Cloud Connect was able to acccess Evernote service by the root certificate which
preliminarily-registered in MFP, until November 5th 2015. However, on November 6th 2014,
Cloud Connect can not access Evernote service because the server certificate of Evernote was
changed.

e A communication error occurs if the Certificate for Evernote service is not registered. Please
refer to this document for the registration of certificate.

Contents

This document explains the procedure of importing the server certificate of Evernote to use
Evernote service via Cloud Connect.
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Trademark

HyPAS™ is a trademark of KYOCERA Document Solutions Inc.

All other brands, product names, service names and logo marks are registered trademarks or
trademarks of their respective companies. The designations ™ and ® will not be used in this
Operation Guide.

EVERNOTE and the Evernote Elephant logos are trademarks of Evernote Corporation and
used under a license.
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1 Registration of Certificate to use the Evernote
service

Cloud Connect is accessed to the Evernote service by using the SSL communication. For that, it
is necessary to register the Certificate that the Evernote Co. offers to MFP in which Cloud
Connect is installed.

Cloud Connect doesn't operate normally if the Certificate is not registered.

The confirmation method and the registration method of the Certificate for Evernote to MFP
are shown below.

1.1 Confirmation of Certificates

After Cloud Connect is installed onto MFP, input address "https://[IP address of MFP]:8083/" in
PC Browser. "HyPAS Device Online™ is displayed (Figure 1).

For the how to install an application onto MFP, please refer to User Manual.
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Figure 1

* The following are the supported browsers of HyPAS Device Online.

Browsers Supported Versions
Internet Explorer 8 or later
FireFox 3.6 or later
Safari 4 or later
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After log in "HyPAS Device Online", select "Certificate" from a left navigation. Then,
"Certificate Manager (Server Certificate)" is displayed (Figure 2).

You can confirm the registered Certificates.

HyPAS Device Online

| Logmmens |
Certificate Manager

‘ Certificate s

Y Server Certificate | Client Cartificate
—

No Certificate Name & Expiration Date

wew.avernote.com 2016-06-25

View | | Import | | Delete

Figure 2

When target certificate is not registered, please register the certificate according to the
following procedure.

1.2 Copy of Certificate

Access Evernote Login page (https://www.evernote.com/Login.action) from a browser of PC.
And display the Certificate. Please refer to Figure 3 for the display method of the Certificate.

| I&, fttps: (v evernote, cord Loain. ackion 02 (@u 3| K &) welcome Back » ‘ |
N

h_j VWebsite Identification

WariSign Class 3 Puhblic Primary CA
has identified this site as; r

whww evernote com
This connection to the server is encrypted.

Should [trust this site?

Wiew ceificates

Sign in

Emall address or username

Figure 3

O
CONFIDENTIAL © 2014 KYOCERA Document Solutions Inc. 2


https://www.evernote.com/Login.action

KYOCERd KYOCERA Cloud Connect Manual

Select "Details" tab of the Certificate (Figure 4).

Certificate

Gendgal | Details | Pertification Pathl

?; Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

# Refer to the certification authority's skatement For details,

Issued to:  www.evernote.com

Issued by: Symantec Class 3 Secure Server CA - @

valid from 11/ 6/ 2014 to & 25/ 2016

Install Certificate. .. | Issuer Stakerment I

Learn more about certificates

Ok, |

Figure 4

Click "Copy of file" button (Figure 5), and display "Certificate Export" wizard (Figure 6).
Certificate

‘General Details |Certification Path I

Shiaw
Field | italue -
: Wersion W3
: Serial number 18a9e9d2f7f4da14023 ...
: Signature algarithrm shazS6R54A |
: Signature hash algorithm shazse
: Issuer Symantec Class 3 Secure Sery...
: Walid From Thursday, Mowember 06, 2014..,
: Walid ko Saturday, June 25, 2016 8:59..,
; Subject v, evernobe, com, Evernote, ., :I

Edit Properties. .., Copy ko File.., ’

Learn more about certificate dekails

Figure 5
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Start "Certificate Export" wizard (Figure 6).

Certificate Export Wizard @

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authaority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network:
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

Figure 6

Select the file format, and click "Next" button (Figure 7).
[ Certificate Export Wizard @1

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:

@) DER. encoded binary . 509 { CER)

_| Base-64 encoded X.509 (.CER)
_) Cryptographic Message Syntax Standard - PKCS #7 Certificates (\P7B)
Incude all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 ( PFX)
Incude all certificates in the certification path if possible
Delete the private key if the export is successful
Export all extended properties

Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats I

BN« R

Figure 7
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Specify file name, and click "Next" button (Figure 8). Please set ".cer" as file extension.

Certificate Export Wizard ﬁ

File to Export
Spedfy the name of the file you want to export

File name:

C:\temp'\evernote. cer Browse...

Figure 8

Finish "Certificate Export" wizard (Figure 9).

Certificate Export Wizard @

Completing the Certificate Export
Wizard

‘You have successfully completed the Certificate Export

Vg :
; J", % wizard.

'J.-:;;;,?‘ You have spedified the following settings:
Export Keys Mo
Indude all certificates in the certification path Mo
File Farmat DER. En
I 1 b

BTN € I

Figure 9
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After "Certificate export" wizard is completed, the message is displayed (Figure 10). Please
click "OK" button.

-

Certificate Export Wizard I,iE-J

The export was successful,

Figure 10

Figure 11 is a copied Certificate.

Certificate E3

General | petails | Certification Path |

5’; Certificate Information

This certificate is intended for the following purpose{s):
* Ensures the identity of a remote computer

* Refer to the certification authority's statement For details,

Issued to:  www.evernote.com

Issued by: Symantec Class 3 Secure Server Ch - G4

valid from 11} 6/ 2014 to & 25/ 2016

Install Certificate. .. | Issuer Statement I

Learn more sbout certificates

(019 |

Figure 11
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1.3 Registration of Certificate

After Cloud Connect is installed onto MFP, input address "https:/[IP address of MFP]:8083/" in
PC Browser. "HyPAS Device Online" is displayed (Figure 12).

For the how to install an application onto MFP, please refer to User Manual.
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HyPAS Device Online

Contents

User Name:

m

Password:

|ﬁ| Cancel
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Figure 12

After log in "HyPAS Device Online", select "Certificate" from a left navigation. Then,
"Certificate Manager" is displayed (Figure 13).

HyPAS Device Online

e ]
Certificate Manager

ﬁ ication !
\ Certificate l
Al

No Certificate Name & Expiration Date
< Import >

Figure 13

L Server Certificate | Client Certificate
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Click "Import" button, and register Certificate copied in section 2.2 (Figure 14).

Figure 14

After log out of HyPAS Device Online, please power off and power on MFP after registering the
Certificate.
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